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Abstract

A new public key cryptosystem is proposed and analyzed. The
scheme is quite practical, and is provably secure against adaptive
chosen ciphertext attack under standard intractability assumptions.
There appears to be no previous cryptosystem in the literature that
enjoys both of these properties simultaneously.

1 Introduction

In this paper, we present and analyze a new public key cryptosystem that

is provably secure against adaptive chosen ciphertext attack (as defined by

Racko and imon he scheme is uite practical, re uiring ust a ew

exponentiations over a group oreover, the proo o security relies only

on a standard intractability assumption, namely, the hardness o the 1 e
ellman decision problem in the underlying group



he hardness o the 1 e ellman decision problem is essentially e uiv
alent to the semantic security o the basic 1 amal encryption scheme
hus, with ust a bit more computation, we get security against adaptive cho
sen ciphertext attack, whereas the basic 1 amal scheme is completely in
secure against adaptive chosen ciphertext attack  ctually, the basic scheme
we describe also re uires a universal one way hash unction In a typical im
plementation, this can be e ciently constructed without extra assumptions
however, we also present a hash ree variant as well
hile there are several provably secure encryption schemes in the liter
ature, they are all uite impractical Iso, there are several practical cryp
tosystems that have been proposed, but none o them has been proven secure
under standard intractability assumptions  he significance o our contribu
tion is that it provides a scheme that is provably secure and practical at the
same time  here appears to be no other encryption scheme in the literature
that en oys both o these properties simultaneously

, defined by oldwasser and icali , captures the intu
ition that an adversary should not be able to obtain any partial in ormation
about a message given its encryption = owever, this guarantee o secrecy is
only valid when the adversary is completely passive, i e , can only eavesdrop
Indeed, semantic security o ers no guarantee o secrecy at all i an adversary
can mount an active attack, 1 e , in ect messages into a network or otherwise
in uence the behavior o parties in the network

o deal with active attacks, Racko and imon defined the notion
o security against an I an adversary can
in ect messages into a network, these messages may be encryptions, and the
adversary may be able to extract partial in ormation about the corresponding
cleartexts through its interactions with the parties in the network Racko
and 1imon s definition models this type o attack by simply allowing an ad
versary to obtain decryptions o its choice, i e, the adversary has access to
a decryption oracle ow, given an encryption o a message the tar
get ciphertext we want to guarantee that the adversary cannot obtain any
partial in ormation about the message o achieve this, we have to restrict
the adversary s behavior in some way, otherwise the adversary could simply
submit the target ciphertext itsel to the decryption oracle he restriction



proposed by Racko and imon is the weakest possible the adversary is not
allowed to submit the target ciphertext itsel to the oracle however, it may
submit any other ciphertext, including ciphertexts that are related to the
target ciphertext
di erent notion o security against active attacks, called
, was proposed by olev, work, and aor ere, the ad

versary also has access to a decryption oracle, but his goal is not to obtain
partial in ormation about the target ciphertext, but rather, to create another
encryption o a di erent message that is related in some interesting way to
the original, encrypted message or example, or a non malleable encryp
tion scheme, given an encryption o , it should be in easible to create an
encryption o It turns out that non malleability and security against
adaptive chosen ciphertext attack are e uivalent

cryptosystem secure against adaptive chosen ciphertext attack is a very
power ul cryptographic primitive It is essential in designing protocols that
are secure against active adversaries or example, this primitive is used in
protocols or authentication and key exchange , , and in protocols or
escrow, certified e mail, and more general air exchange he practical
importance o this primitive is also highlighted by the adoption o  ellare
and Rogaway s scheme (a practical but only heuristically secure
scheme as an internet encryption standard and or use in the protocol
or electronic commerce

here are also intermediate notions o security, between semantic security
and adaptive chosen ciphertext security = aor and ung propose an
attack model where the adversary has access to the decryption oracle only

to obtaining the target ciphertext, and the goal o the adversary is to
obtain partial in ormation about the encrypted message aor and ung
called this type o attack a it has also been called
a lunch time or midnight attack In this paper, we will always use the
phrase chosen ciphertext attack or Racko and imon s definition,
to distinguish it rom aor and ung s definition

aor and ung presented the first scheme
provably secure against lunch time attacks  ubse uently, olev, work,
and aor presented a scheme that is provably secure against adaptive



chosen ciphertext attack

Racko and imon present and prove the security o an encryption
scheme, but their scheme is actually not a public key scheme in the traditional
sense in their scheme, both senders and receivers re uire public

keys, and moreover, a trusted center is re uired to per orm certain unctions
In contrast, all other schemes mentioned in this paper, including our own,
are traditional public key systems encryption is a probabilistic unction o
the message and the receiver s public key, decryption is a unction o the
ciphertext and the receiver s secret key, and no trusted center is re uired
his distinction can be important adding extra system re uirements as in
the Racko and imon scheme can greatly restrict the range o application
o the scheme
1l o the previously known schemes provably secure under standard in
tractability assumptions are completely impractical (albeit polynomial time ,
as they rely on general and expensive constructions or non interactive zero
knowledge proos  his includes non standard schemes like Racko and 1
mon s as well

amgard  proposed a practical scheme that he con ec

tured to be secure against lunch time attacks however, this scheme is not
known to be provably secure, and is in act demonstrably insecure against
adaptive chosen ciphertext attack

heng and eberry proposed practical schemes that are con ectured
to be secure against chosen ciphertext attack, but again, no proo based on
standard intractability assumptions is known imand ee also proposed
practical schemes that were later broken by rankel and wung

ellare and Rogaway ,  have presented practical schemes or which
they give heuristic proo s o adaptive chosen ciphertext security namely, they
prove security in an idealized model o computation, the so called

model, wherein a hash unction is represented by a random oracle

houp and ennaro also give | amal like schemes that are secure
against adaptive chosen ciphertext attack in the random oracle model, and
that are also amenable to e cient threshold decryption

e stress that although a security proo in the random oracle model is
o some value, it is still only a heuristic proo In particular, these types o
proo s do not rule out the possibility o breaking the scheme without breaking
the underlying intractability assumption or do they even rule out the



possibility o breaking the scheme without finding some kind o weakness in
the hash wunction, as recently shown by anetti, oldreich, and alevi

In  we review the basic definitions that we need or security and intractabil
ity assumptions In  we outline our basic scheme, and in  we prove its
security In  we discuss some implementation details and variations on the
basic scheme

nition

e recall Racko and imon s definition
ecurity is defined via the ollowing game played by the adversary
irst, the encryption scheme s key generation algorithm is run, with a
security parameter as input  ext, the adversary makes arbitrary ueries to
a decryption oracle, decrypting ciphertexts o his choice

ext the adversary chooses two messages, , and sends these to
an encryption oracle he encryption oracle chooses a bit at
random, and encrypts he corresponding ciphertext is given to the

adversary (the internal coin tosses o the encryption oracle, in particular |,
are not in the adversary s view

ter receiving the ciphertext rom the encryption oracle, the adversary
continues to uery the decryption oracle, sub ect only to the restriction that
the wuery must be di erent than the output o the encryption oracle

t the end o the game, the adversary outputs , which is
supposed to be the adversary s guess o the value 1 the probability that

is , then the adversary s is defined to be

he cryptosystem is said to be secure against adaptive chosen ciphertext
attack i the advantage o any polynomial time adversary is negligible (as a
unction o the security parameter



here are several e uivalent ormulationso the i1 e ellman decision prob
lem  he one that we shall use is the ollowing
et  be a group o large prime order , and consider the ollowing two
distributions

the distribution o random uadruples (

the distribution o uadruples ( where are

bl
random, and and or random

n algorithm that solves the 1 e ellman decision problem is a statisti
cal test that can e ectively distinguish these two distributions  hat is, given
a uadruple coming rom one o the two distributions, it should output or

, and there should be a non negligible di erence between (a the probability
that it outputs a given an input rom , and (b the probability that it
outputs a given an input rom he 1 e ellman decision problem is
hard i there is no such polynomial time statistical test

his ormulation o the 1 e ellman decision problem is e uivalent to
several others irst, making the substitution

one sees that this is e uivalent to distinguishing 1 e ellman triples
( romnon 1 e ellman triples ( ote that by a trivial
random sel reducibility property, it does not matter i the base is random
or fixed
econd, although we have described it as a problem o distinguishing
two distributions, the 1 e ellman decision problem is e uivalent to the
worst case decision problem given ( , decide with negligible error
probability i1 mod his e uivalence ollows immediately rom a
random sel reducibility property first observed by tadler and later by
aor and Reingold
Related tothe 1 e ellman decision problemisthe 1 e ellman prob
lem (given , and , compute , and the discrete logarithm problem
(given and , compute
here are obvious polynomial timereductions romthe 1 e ellmande
cision problem to the 1 e ellman problem, and rom the i e ellman



problem to the discrete logarithm problem, but reductions in the reverse di
rection are not known oreover, these reductions are essentially the only
known methods o solvingthe 1 e ellmanor 1 e ellman decision prob
lems 1l three problems are widely con ectured to be hard, and have been
used as assumptions in proving the security o a variety o cryptographic
protocols ome heuristic evidence or the hardness o all o these problems
is provided in , where it is shown that they are hard in a certain natural,
structured model o computation ee , ,  or urther applications and
discussion o the 1 e ellman decision problem

ote that the hardness o the 1 e ellman decision problem is e uiva
lent to the semantic security o the basic 1 amal encryption scheme Recall
that in the basic 1 amal scheme, we encrypt a message as (
where is the public key o the recipient

n the one hand, 1 the i1 e ellman decision problem is hard, then
the group element  could be replaced by a random group element without
changing significantly the behavior o the attacker however, i we per orm

Y

this substitution, the message is per ectly hidden, which implies security
n the other hand, i the i e ellman decision problem can be e
ciently solved, then an attacker can break 1 amal as ollows he attacker
chooses two messages , giving these to an encryption oracle he en
cryption oracle produces an encryption ( ( ,
is chosen at random  he attacker s task is to determine , which he can do by

where

simply determining which o ( and ( isa 1 e ellman
triple
ote that the basic | amal scheme is completely insecure against adap
tive chosen ciphertext attack Indeed, given an encryption ( 0 a message
, we can eed the ( to the decryption oracle, which gives us

amily o hash unctions is said to be 1 upon drawing

a unction at random rom the amily, it is in easible or an adversary to
find two inputs and such that ( (

weaker notion is that o a amily o hash unctions

ere, it should be in easible or an adversary to choose an input

draw a random hash unction , and then find a di erent input such that
( ( uch hash unction amilies are also called



ee or recent results and urther discussion

1C C

e assume that we have a group o prime order , where islarge e
also assume that cleartext messages are (or can be encoded as elements o
(although this condition can be relaxed see e also use a universal
one way amily o hash unctions that map long bit strings to elements o
(although we can do without this see

he key generation algorithm runs as ollows Random
elements are chosen, and random elements

are also chosen  ext, the group elements

are computed ext,a hash unction 1ischosen rom the amily o universal

one way hash unctions he public key is ( , and the private
key is (

iven a message , the encryption algorithm runs as
ollows irst, it chooses at random  hen it computes

(

he ciphertext is
(

iven a ciphertext ( , the decryption algorithm runs
as ollows It first computes ( , and tests i

I this condition does not hold, the decryption algorithm outputs re ect
otherwise, it outputs



e first veri y that this is an encryption scheme, in the sense that the
decryption o an encryption o a message yields the message ince
and , we have

ikewise, and here ore, the test per ormed by the
decryption algorithm will pass, and the output will be

roo o curit

In this section, we prove the ollowing theorem

o prove the theorem, we will assume that there is an adversary that
can break the cryptosystem, and that the hash amily is universal one way,
and show how to use this adversary to construct a statistical test or the

i e ellman decision problem

or the statistical test, we are given ( coming rom either the
distribution  or t a high level, our construction works as ollows e
build a simulator that simulates the oint distribution consisting o adver
sary s view in its attack on the cryptosystem, and the hidden bit generated
by the generated oracle (which is not a part o the adversary s view

e will show that i the input comes rom , the simulation will be
nearly per ect, and so the adversary will have a non negligible advantage in
guessing the hidden bit e will also show that i the input comes rom

Y

then the adversary s view is essentially independent o , and there ore the

il
adversary s advantage is negligible  his immediately implies a statistical
test distinguishing rom run the simulator and adversary together,
and 1 the simulator outputs and the adversary outputs , the distinguisher
outputs 1 ,and otherwise

e now give the details o the simulator  he input to the simulator is

( he simulator runs the ollowing key generation algorithm,



using the given he simulator chooses

at random, and computes

he simulator also chooses a hash unction at random he pub
lic key that the adversary sees is ( he simulator knows

(

rom the key generation algorithm o the actual cryptosystem in the latter,

ote that the simulator s key generation algorithm is slightly di erent

we essentially fix

he simulator answers decryption ueries as in the actual attack, except
that it computes (

e now describe the simulation o the encryption oracle iven ,
the simulator chooses at random, and computes

(

and outputs
(

hat completes the description o the simulator s we will see, when the
input to the simulator comes rom , the output o the encryption oracle is
a per ectly legitimate ciphertext however, when the input to the simulator
comes rom , the output o the decryption oracle will not be legitimate, in
the sense that log log his is not a problem, and indeed, it is
crucial to the proo o security

he theorem now ollows immediately rom the ollowing two lemmas

onsider the oint distribution o the adversary s view and the bit when

the input comes rom the distribution ay and
It is clear in this case that the output o the encryption oracle has the
right distribution, since , , and indeed,



these e uations imply that and ,and itsel is already
o the right orm

o complete the proo , we need to argue that the output o the decryption

oracle has the right distribution et us call ( a
1 log log
ote that 1 a ciphertext is valid, with and , then
( ( there ore, the decryption oracle outputs , ust as it

should onse uently, the lemma ollows immediately rom the ollowing

e now prove this claim by considering the distribution o the point
( , conditioned on the adversary s view et log(
denote log ( , and let log
rom the adversary s view, is a random point on the plane ormed
by intersecting the hyperplanes

log (

and
log (

hese two e uations come rom the public key  he output rom the en
cryption oracle does not constrain  any urther, as the hyperplane defined

by

log (
contains
ow suppose the adversary submits an invalid ciphertext ( to
the decryption oracle, where log and log , with he

decryption oracle will re ect, unless  happens to lie on the hyperplane

defined by
log (

where ( ut it is clear that the e uations ( , ( , and (
are linearly independent, and so  intersects the plane  at a line

It ollows that the first time the adversary submits an invalid ciphertext,
the decryption oracle re ects with probability his re ection actually



constrains the point , puncturing the plane  at a line  here ore, or
, the th invalid ciphertext submitted by the adversary will be

re ected with probability at least ( rom this it ollows that
the decryption oracle re ects all invalid ciphertexts, except with negligible
probability

et and e may assume that , since this

occurs except with negligible probability  he lemma ollows immediately
rom the ollowing two claims

o see this, consider the point ( t the beginning o the
attack, this is a random point on the line

log (

determined by the public key oreover, 1 the decryption oracle only
decrypts valid ciphertexts ( , then the adversary obtains only
linearly dependent relations log (since ( (
hus, no urther in ormation about is leaked
onsider now the output ( o the simulator s encryption oracle
e have , where ow, consider the e uation

log (

learly, ( and ( are linearly independent, and so the conditional distri
bution o conditioning on and everything in the adversary s view other
than is uni orm In other words, 1is a per ect one time pad It ollows
that 1is independent o the adversary s view



s in the proo o emma , we study the distribution o
( , conditioned on the adversary s view rom the adver
sary s view, this is a random point on the line  ormed by intersecting the
hyperplanes ( , ( , and

log (

uation ( comes rom the output o the encryption oracle
ow assume that the adversary submits an invalid ciphertext

( ( , where log and log , with
et (
here are three cases we consider
( ( In this case, the hash values are the same,
but implies that the decryption oracle will certainly re ect
( ( and

he decryption oracle will re ect unless the point  lies on the hyperplane
defined by ( owever, the e uations ( , ( ,( ,and ( are linearly
independent  his can be verified by observing that

det ( ( (

hus, intersects the line at a point, rom which it ollows (as in the
proo o emma that the decryption oracle re ects, except with negligible
probability

( ( and e argue that i this happens
with nonnegligible probability, then in act, the amily o hash unctions is not
universal one way a contradiction ote that 1 we made the stronger as
sumption o collision resistance, there would be essentially nothing to prove,
but with the weaker universal one way assumption, an argument is needed

e use the adversary to break the universal one way hash unction as ol
lows e modi y the encryption oracle in the simulator, so that it outputs
( as be ore, except that now, is simply chosen completely
at random  p until such time that a collision occurs, the adversary s view
in this modified simulation is statistically indistinguishable rom the view



in the original simulation, and so the adversary will also find a collision
with nonnegligible probability in the modified simulation  ut the argument
( to isindependent o , and in particular, we can choose it
choosing

1 nt tion t 1 nd ri tion

In this section, we brie y discuss some implementation details and possible
variations o the basic encryption scheme

e choose a large prime such that , where 1is also prime
he group  is the subgroup o order in e restrict a message to be
an element o the set , and encode it by s uaring it modulo
giving us an element in e can recover a message rom its encoding by

computing the uni ue s uare root o its encoding modulo that is in the set

or the hash unction, one could use a unction like , or possibly
some keyed variant, and make the appropriate collision resistance assump
tion owever, it i1s only marginally more expensive to do the ollowing,
which is based only on the hardness o discrete logarithms in ay we
want to hash a bit string to an integer mod rite the bit string as a
se uence ( , with each o define the hash unc
tion, choose in  at random  he hash o ( is then the
least non negative residue o , where the sign is chosen so
that this value is in

his hash unction is collision resistant, provided computing discrete log
arithms in  is hard o see this, note that rom a collision, we obtain a
nonzero se uence ( mod such that

sing a standard argument, it is easy to see that finding such a relation is
e uivalent to computing discrete logarithms

ote that the group elements and can be system wide
parameters, used by all users o the system



It would be more practical to work in a smaller subgroup, and it would be
nice to have a more exible and e cient way to encode messages
o do this, assume we have a symmetric key cipher  with a key length

o bits  ow choose a large prime such that , Where is a

bit prime  he group is the subgroup o order in message in this
scheme is ust an arbitrary bit string o encrypt a message , we modiy
our encryption algorithm, computing (, where the encryption key

is computed by hashing  to an bit string with a public universal hash
unction
or the hash unction  used in the encryption scheme, something like
, possibly keyed, would be appropriate
he security o this variant is easily proved using the techni ues o this
paper, along with the le t over hash lemma , assuming the cipher 1is
semantically secure

e can actually eliminate the hash unction rom the scheme, so that
the security can be based strictly on the 1 e ellman decision problem or
an arbitrary group uppose the strings we need to hash in the original
scheme are o the orm ( , Where In the modified
scheme, we replace the group element in the public key by or

we have where and are random elements o

Y Y

included in the secret key = hen encrypting, we compute

and when decrypting, we veri y that

sing the same proo techni ues as or the basic scheme, it is straight or
ward to prove that this modified version is secure against adaptive chosen
ciphertext attack, assuming the 1 e ellman decision problemin is hard



o achieve security against lunch time attacks only, one can simpli y the

basic scheme significantly, essentially by eliminating , , , and the hash
unction hen encrypting, we compute , and when decrypting, we
veri y that
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