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his artic e otivates the i portance o pubic ey cryptosyste s that are
secure a ainst chosen cipherte t attac an o ri orous security proos It
a so iscusses the ne cryptosyste eveope by ra er an Shoup an
its re evance in this re ar



ntro uction

Security en ineers o ten thin o encryptions as a in o secure enve
ope hich on y the proper a ressee can open his is a very co pe in
etaphor an it is the inspiration or the esi n o nu erous crypto raphic
protoco s
Li e phi osophers those ho or in the area o athe atica crypto
raphy as the wuestion so hat o e ean by a secure enve ope
an o such thin s e ist
sone 1 hte pect the en ineers usua y have no ti e or patience or
the so an see in Yy esoteric pon erin s o the athe aticians So e
ti es thisis o course usti e but at other ti es this attitu e can ea to
troub e It as perhaps ust such an attitu e that e tothe esi n a sin
the i ey use internet security protoco SSL that e t it open to the attac
iscovere ear ier this year by Danie B eichenbacher
here have been o course any other attac s on net or e co put
ers but typica y these attac s o ater hat areusua y ea in s that
have nothin to o ith crypto raphy e  bu sin the operatin syste or
co unications so t are But B eichenbacher s attac is a irect attac on
hat is suppose to be the stron est in the security protoco an the
un er yin encryption unction a particu ar variant o RS In act Be
ichenbacher s attac e onstrates that these encryptions
i e secure enve opes
In this artice e revie so e basic concepts ro the theory o cryp
to raphy re atin to the security o cryptosyste s as use in SSL e i
otivate this theory an sho hy it is actua y very i portant or rea
or security concerns
In particuar e i tryto a eso esenseouto thenotiono a secure
enve ope his notion is rea y an i ea that e cannot hopetoi pe ent
co petey o0 ever as e 1 see e can iso ate the
0 a secure enve ope that can in principe at east bei pe ente an
hich is necessary an su cient or the esi n an anaysis o hi her eve
protoco s that use encryptions as secure enve opes his essentia char
acteristic is ca e or e uiva ent y
s e sha see even achievin this is not at a easy to
0
In this re ar e 1 aso iscuss the ne cryptosyste o ra eran
Shoup na ey itit the rst cryptosyste that o ers a ath



e atica o security a ainst chosen cipherte t attac

ur ain oa here is to convince the rea er that security a ainst chosen
cipherte t attac isi portant as is a athe atica proo o such security
So eti es these issues are not ta en seriousy apparenty ort o ain rea
sons

chosen cipherte t attac s that brea a syste in any eanin u ay
are too har or an attac er to ount

protectin a ainst chosen cipherte t attac especia y in a athe at
ica y provab e sense is too e pensive

In short the cure is orse than the isease e hope to e onstrate that
this is not so that the 1isease isin ee uite serious an the the cure
is not so ba

he rest o this paper is or ani e as o o s In e reca the basic
concepts o pubic ey crypto raphy an iscuss the ana o y o encryptions
ithi eaie secureenveopes In 3 e iscussthepaino RS cryp
tosyste an i ustrate hy it ais to appro i ate the i ea o a secure
enve ope In e iscuss severa es topaino RS an their short
co in s incu in a hi h eve escription o B eichenbacher s attac In
e iscuss or a  athe atica e nitions o secure encryption that ap
pro i ate thei ea o a secure enve ope In e iscuss etho s or
ri orousy anay in the security o cryptosyste s an e pain the eanin
o the phrase provaby secure as use by athe atica crypto raphers
In preparation to the iscussion o the ra er Shoup cryptosyste in 8
e iscuss thesi per a a cryptosyste in In een ithso e
brie concu in re ar s

u ic ey Crypto raphy

e ocus here on y on person or co puter Bob
has a hich is no n to the or an a hich is
no nonytoBob heset o eysareusua y enerate by so eran o



process or a orith an athou hthet o eysarecorreate inso e ay
it shou be 1 cut toco pute the private ey ro the pubic ey

0 aperson co puter ice antstosen a essa e to Bob over
the Internet say She the essa e scra bin it in a certain ay
pro ucin a he co putation o uses Bob s pubic ey hich
everyone no S incu in ice ice then sen s over the Internet to
Bob ter receivin Bob can or unscra be  recoverin ices

essa e Bob oes this usin his secret ey Since ony Bob no s this

secret ey ony Bob can unscra be the essa e or so the theory oes

ote that it is the Bob ho hasa ey the ice oes
not re uire a ey

s entione in the intro uction these cipherte ts or encryptions are
o ten thou ht o as secure enve opes ice ocs a essa ein an en
ve ope sen s the enve ope to Bob an Bob opens it rea in the essa e
Because the enve ope is secure ony Bob can open the enve ope ith his
ey

his is a very co pe in an convenient etaphor an security en i
neers o ten use this etaphor asa esi n principe hen esi nin hi h eve
protoco s

o ever an encryption sche e can at best ony appro i ate a secure
enve ope his is un a enta y because cipherte ts are e ec
tronica y represente an not physica enve opes a eout o bits o paper
his is o course obvious an trivia but there are severa uite serious prob
e s that can potentia y arise because o this

irst the bit strin representin a cipherte t can be observe by an
eaves ropper n i ea secure enve ope ea S about
the essa e it contains orea pe i ice sen s t o essa es
to Bob usin  secure enve opes then an eaves ropper can not te i
theset o essa esaree ua ornot hesa eshou ho then oran
encryption sche e hisre uire ent area y ruesout any encryption
sche e that is i e a aysencrypts the sa e essa e
the sa e ay

Secon cipherte ts can easiy be rep icate hereas a physica enve
ope cannot be easi y rep icate here is rea y nothin e can o




about this an hi her eve protoco s that use encryptions ust ea
ith the act that this can happen

hir cipherte ts can be easiy o i e creatin other cipherte ts
Since a cipherte t is ust a bit strin e can o any thin s to it
ie ip so e bits ro to 0 or ore a pe there
are encryption sche es that ea no in or ation about a essa e but
ippin a bit o the cipherte t e ectivey ips a bit o the essa e
Such a sche eisca e a eabe an cannot be toerate in any
app ications hisun esirab e property has no counterpart in the or
0 1 ea secure enve opes

ourth bit strin is potentia y the encryption o essa e

his act can be e p oite by an attac er that ounts an active at
tac in hich the attac er oes ore than ust eaves rop but active y
participates in a protoco sen in its o n essa es to other parties

ore a pe an attac er cou sen arbitrary bit strin s to Bob an
Bob ou try to ecrypt the thin in that these bit strin s are ci
pherte ts Bob ay react in anu ber o i erent ays hen it tries
to ecrypt such a cipherte t an to the e tent that the attac er can
observe these reactions it can ain in or ation that cou conceivab y
he p it crac  the cryptosyste Such an attac isca e a

an a so has no counterpart in the i ea or o
secure enve opes

his type o attac  ay at rst see so e hat esoteric but it as
precise y ith such an attac that B eichenbacher bro e SSL

It turns out that  hen proper y or uate security a ainst chosen ci
pherte t attac an non a eabiity are e uiva ent It aso turns out that
this is the 0 secure enve opes that is necessary an
su cient in the esi n an ana ysis o protoco s that treat encryptions i e

secure enve opes
e 1 1 ustrate these i cuties ith paino RS hich su ers
ro a o theabove entione i cuties it ea s partia in or ation it is
a eabe an it is vu nerab e to chosen cipherte t attac



ain o S

In this section e i ustrate the 1 cuties o bui in a secure enve ope
by sho in ho a particu ar cryptosyste hi e apparent y o erin so e

e ree 0 privacy oes not act in any ay i e a secure enve ope
he cryptosyste ee a ineis paino RS that is RS asit as

ore or ess ori ina y propose by Rivest Sha ir an e an
In the RS sche e the pubic ey consists o a ar e inte er an an
inte er he inte er isthe pro ucto t o ar e ran o y chosen pri es
an ypica 'y an  have about 0 eci a 1iitsorso an so has

aroun 300 eci a i its It turns out that eneratin theseran o pri es
an  utipyin the to ether isre ativey easy to o or a co puter that
is Buti eshou thro an a ay an eepony then there is no
practica ay to n an a ain  hat is there is no practica co puter
pro ra that ta es asinput an actorsit co putin an

he secret ey or the RS sche e is an inte er such that
isa utipeo It turns out that such a can be co
pute e cienty no in an an converse y this cannot be co pute
e cienty ithout actorin

he RS encryption a orith or s ith nu bers in the set

0

an per or S utipicationon these nu bers o his eans that to
utipyt onu bers an in e or their or inary pro uct
an then re uce 0 hich eans e subtract a suitabe utipeo
ro so that e en up 1ith a nu ber that is bac in his
nu ber isca e thepro ucto an 0 an can be co pute uite
e cienty Besi es o uar utipication e can aso e cienty per or
0 uara ition subtraction an ivision
e can aso e cienty e ponentiate o I e ant toco pute
0 e cou obviousy o this ith about u tip ications o But
in act this can be one uch aster ith the nu ber o u tip ications
bein proportiona to the nu ber o in a wuchs a ernu ber
he point o usin o uar arith eticist oo rst nu bers ont
et too bi because they are a ays re uce an secon itis i cut to
un o certain o uaroperations ore a pe it turns out that a thou h
it is easy to s uare anu ber o it is har to ta e a s uare root o
ithout no in an



s entione above or any in e can e cienty co pute in
he ystery o isno e paine it turns out that or every in
that is e ponentiation by = un oes e ponentiation by

o Bobs pubic ey consists an an his secret eyis I ice
hasa essa e tosen toBob eassu ethat canvie e asanee ent
o) a ter a is ust so e strin o bits or characters that can a so be

interprete as anu ber hen the encryption o is
0

pon receivin Bob ecrypts it by co putin

0 0
e shou a eone urtherre ar on the vaueso an he va ue
is air y arbitrary In act it is so eti es a vocate to choose 3 or

e ciency reasons Re ar esso thevaueo thevaue in enera isabout
the sa e si e as
iven our current no e eo a orith s it see sasae betthati an
eaves ropper sees a cipherte t correspon in to a essa e then
it 1 bee ectiveyi possib e or that eaves ropper to ureout hat Iis
ote that there ay be other ays to recover ro its encryption besi es
actorin ho ever at the o enttheony ay no n ho to recover
is to actor Itisa 1eyhe an reasonabe beie that recoverin
ro its encryptionis i cut thisbeie is no n as the
o ever as e 1 no i ustrate eveni the RS assu ption is true
paino RS cannot possiby uaiy asa secure enve ope In particu ar
e 1 1 ustratethat paino RS

oes not hi e partia in or ation
is a eabe
is insecure a ainst chosen cipherte t attac

s these e a pes 1 1 ustrate ust the assu ption that actorin is
har oreven the assu ption that ecryptin ran o encryptions is har is
not enou h to ustiy the use o paino RS asa secure enve ope



Suppose ice antstosen or erstoherstoc bro er Bob neaves ropper
ou ieto mno icesor er urther ore suppose the eaves ropper has
00 reason to be ieve that is one o the three essa es

buy IBM
se IBM

ho IBM

he eaves ropper can co pute the encryptions o these three
essa es or hi se an  hen ice sen s an encryption o one o these
three essa es say itis  the eaves ropper i no that ices essa e
is
his e a pe i ustrates that paino RS ea s partia in or ation
about essa es an an a secure enve ope shou nota o this

Suppose ice antstosub itanu ber  representin abi toBob Bob
is acceptin  any bi s an i choose the o est bi

Suppose ices co petitor ant to un erbi ice by 0 ere is ho
he can o this enee to a e the reasonab e assu ption that ice bi s
in roun a ounts utipeso 0 ice s co petitor intercepts ices

encrypte bi an co putes

0 0
he ecryption o  is the nu ber
0
In this ay icesco petitor can un erbi ice by 0 ithout no in
anythin about the actua vaueo ices bi
his type o ea nessisane a peo a eabiity an isa ea ness

that a secure enve ope shou not have



ain o RS is aso insecure a ainst chosen cipherte t attac hich is a
vu nerabi ity that a secure enve ope shou not have
In this type o an attac the attac er antsto ecrypt a tar et cipher

te t o ever Bob orso epresu aby oo reason i not ive this
ecryption to the attac er o ever the attac er ay be ab e to tric Bob
into ecryptin cipherte ts In particu ar the attac er can enerate a
cipherte t

0

orso enu ber an i hecan et Bobto ecrypt this or hi  obtainin
then Bob can co pute

Can p ain o S e xe

evei enti e severa ea nessesin paino RS that sho thatit oes
not even co e c ose to thei ea o a secure enve ope t this point the
rea er ay very e be thin in havent e wust set up a
In ee paino RS is never use in practice precise y because o these
e no n ea nesses Instea hat peop e actua y use is pain o RS
ith a e o 1 cations that atte pt to these probe s ee a ine
here so e o the popu ar es an in icate their shortco in s

nei ea that is o ten a vocate toi prove the security o paino RS is
tousearan o ie enco in or pa in sche e hatis e encrypt
as
0

here enco es the essa e usin so eran o bits e stress
that is a crypto raphic enco in it is easy or to co pute
IO



he hope is that this enhance ent i proves the security o RS 0
ever as esha see i oneisnote tre eycareu one ayactua y
the security o RS

nesi pe ayto e ne is ust to concatenate the t o bit strin s
an his is a popuari ea RS Inc has a very popu ar encryption
unction ca e S hich up unti very recenty i essentia y

this  his encryption unction is use by SSL the security protoco that is
i ey use on the Internet B eichenbacher s attac on SSL.  entione in
the Intro uction is actua y a chosen cipherte t attac on RS s S
tahi h eve thisattac or sas o o s Suppose the attac er ants
to ecrypt hen the attac er sen s any cipherte ts o the or

(0]

orran o y chosen nu bers in to Bob ho is no a server say on
the Internet  pon receivin Bob i co pute as usua

(0]

o Bob tries to app y the eco in unction to that is Bob triesto n
such that orso e It i so eti esbe the case that is
a proper enco in 0 a essa € an SO eti es not the attac er nee s
is this errorco e ora ar e but reasonab e nu ber o cipherte ts iven
ust these error co es B eichenbacher sho s ho a very c ever pro ra can
then recover the ecryption o itse
o easib e is B eichenbacher s attac ~ In his paper B eichenbacher
reports on e peri ents that su est that bet een 300 000 an t o i ion
chosen cipherte ts wust be sent to a server to ecrypt a sin e essa e
hat ay see iea ot butitissti uite easibe thou h there are
a nu ber o inor chan es that can be a e to the SSL protoco to oi
B eichenbacher s attac that is not the point one ou have to area y
suspect a ea ness in the encryption sche e be ore botherin toi pe ent
such secon eve e enses
B eichenbacher s attac is not the ony no n attac on such ran o

enco in sche es on 1 erent ines oppers ith 0 sho e in
that a si ht y 1 erent but natura ran o ie enco in sche e ou
eave RS ith 3 open to the o o in attac iven t o 1 erent

encryptions o the sa e essa e the attac er can co pute the essa e



he attac er here is co petey passive he ony nee s to eaves rop an
obtain the t o 1 erent encryptions o the sa e essa e
he above attac s sho that ran o enco in is no panacea

In Be arean Ro a ay intro uce ane enco in sche e or
RS «ca e pti a sy etric ncryption a in  that uses a
crypto raphic hash unction i e MD or S hissee s i ea very ro

bust enco in sche e an there are no no n attac s a ainst it Moreover
Be are an Ro a ay ive a heuristic ar u ent that this sche e is secure
in a or a sense see hie this ar u ent isso e hat co pe in it
is not oo proo there cou be un oreseen attac s on that are
ore e cient than actorin

he heuristicar u ent iven by Be arean Ro a ayreieson a ica
properties o the hash unctions these properties are so a ica that in act
no hash unction cou actua y have these properties  thou htheir a ic
hash unction ar u ent is not entire y satis yin it issti a bi step in the
ri ht irection In response to B eichenbachers attac RS s S
is wuic y bein converte over to a thou h this cou have an
probab y shou have been one on a o

nother approach to stren thenin the security o RS is to use a so ca e

hybri sche e Insuchasche e thebasic RS unctionisuse toencrypt
a ey thatisthenuse inasy  etric eycryptosyste toencrypt the actua

essa ¢ Ina ition ecanasoa so ere un ancy to the cipherte t so
as to ensure so e in o ata inte rity

ere is a airy concrete e a pe o a hybri construction e use a
reasonab e pub ic ey encryption unction e so e or o RS ith
ran 0 enco in aon ith a private ey encryption a orith e
D Sin B o e an a eye crypto raphic chec su e M
3 hen the encryption o a essa e is the tripe here

o ecrypt e rst ecrypt obtainin hen e co pute
I then e output other ise e output an error
essa e

thou h hybri sche es ere initia y intro uce toi prove e ciency
it as aso notice that they see to have thea e bene to a in it



har er to ount chosen cipherte t attac s Many other practica variations
on the basic hybri construction iscusse above have a so been propose
incu in variations invo vin i erent in so hash unctions an si nature
sche es see e an one has been ri orousy anay e so there
ay sti be un oreseen attac s ne partia e ception to this is the or o
hich ana y es a particu ar hybri sche e usin  a ic hash unctions
so sche es that use si nature sche es here the sen er re uires a si n
in ey suer ro thea e ra bac o an a itiona an so eti es
unacceptab e pubic ey in rastructure re uire ent
thou h these practica hybri sche es have not been ri orousy an
aye theieao a in re un ancy to the cipherte t to th art chosen
cipherte t attac s is a basica y soun i ea In act this basic i ea ies at
the heart o sche es that have been propose to een a ainst chosen
cipherte t attac heuristic ri orous practica an i practica In particu
ar e sha ater see that the ne sche e o ra er an Shoup uses this
sa ei ea butin a very care u ay that a o s or a ri orous ana ysis
ane cienti pe entation

What is a secure cryptosyste

e ve seen severa aysin hichpaino RS aisto be asecure enve ope
e ve a so seen that severa atte pts to paino RS omnot or
n e ve seen severa es that see to or better at east they have
not yet been bro en
iven this so e hat unsett in state o a airs it ou be nice to have

a cryptosyste that cou be to be secure at east assu in the
un er yin  athe atica probe ie actorin ar e nu bers is in ee
har hiscanin ee be one butto oso enee tohavea oo
o security

si ni canta ounto or has oneinto ust n in the ri ht e ni
tion o security or a pubic ey cryptosyste hat a esa e nition the
ri ht one e there is no e nitive ans er to this wuestion but there

are a nu ber o i portant criteria by hich a e nition can be u e
it see s to capture our intuition

itruesouta no n or so attac s



it is ie 1tcanbe or uate inanu ber o natura an e uiv

aent ays

it is ie the e nition is a e uate to be app ie in provin the
security o any hi h eve protoco s that use encryption as a pri i
tive

a these criteria perhaps the ast one is the osti portant

In the presence o a or a versary the ri ht e nition
is no nas Intuitive y this ust eans that an eaves rop
per can et no partia in or ation about an encryption In the e tre e case
eveni an a versary no s that iceissen in an encryption o one o ust
t o possibe essa es buy IBM or se IBM then an ana ysis o the
cipherte t 1 not yie anyin or ationabout hicho thet o asactua y
sent

e can reasonab y paraphrase the or a e nition o se antic security
as 0 0 s Itis e ne inter so a a e hicha ba wuy ora versary
p ays a ainst the oo uy

irst the oo uy enerates a pubic ey in the prescribe anner
an ives this to the ba uy

Secon theba uyco putest o essa es an ives these to
the oo uy

hir the oo uy ipsacoin i itis hea s he encrypts o
other ise he encrypts he oo uy then ives this encryption to
the ba uy ote that the oo uy ips the coin in secret an  oes
not irect y revea the outco e o the coin ip

ourth upon seein this encryption the ba uy outputs his uess as
to the outco e o coin toss above

course by ust wuessin the ba uy is correct ith probabi ity
Se antic security eans no ba uycan uess correct y ith prob
abi ity reater than ere an are
actua y technica ter s that re uire urther e nition but e ont et
into that here



he precise athe atica e nition o this concept as rst or u ate
an pubishe by o asseran Micai in 8 an isbroa yaccepte
as the ri ht e nition o security in the presence o a passive a versary

everthe ess it as mno n that in or er to appro i ate the i ea o a

secure enve ope one has to ea ith stron er a versaries not ust

a versaries ho can isten to essa es sent by others over the net or but
that can p ay an active ro e sen in theiro n essa es to others B eichen
bacher s attac on RS isane a peo such an active attac

he ri ht or a  athe atica e nition o security a ainst active attac s

evove in a se uence o papersby aoran un 0 Raco an Si on

an Doev D or an aor he notion is ca e

or e uiva ent y

he intuitive thrust o this e nition is that even i an a versary can et
arbitrary cipherte ts o his choice ecrypte hesti ets no partia in or a
tion about encrypte  essa es

s ith se antic security e can paraphrase the or a e nition o
security a ainst chosen cipherte t attac asa a e bet een a ba uy an
the oo uy

irst the oo uy enerates a pubic ey in the prescribe anner
an ives this to the ba uy

Secon theba uyas sthe oo wuyto ecryptanu bero cipher
te ts heisa o e tosub it any cipherte t an seeits ecryption

hir the ba uyco putest o essa es an ives these to
the oo uy

ourth the oo uy ipsacoin i itis hea s he encrypts o
other ise he encrypts he oo wuy then ives this encryption
ca it totheba uy

ith the ba uyisa aina o e tosub it a nu ber o arbitrary
cipherte ts tothe oo uy or ecryption as above sub ect ony to
the obvious y necessary restriction that



ina y the ba uy outputs his uess as to the outco e o coin toss

above
hosen cipherte t security eans no ba uy can wuess correcty
ith probabi ity reater than
hisis a stron notion o security sostron in act it 1 htsee 1ie
over i o ever itisin act enera y a ree to be the ri ht e nition
It see s that chosen cipherte t security is the best appro i ation e have
to 1 ea secure enve opes so it is very use u in the esi n an anay

sis 0 protocos one can usua y esi n a hi h eve protoco usin secure
enve opes an then instantiate these enve opes ith a chosen cipherte t
secure cryptosyste an the resut is a secure protoco See ore a pe
the protoco s in or ey e chan e an the protoco s in Or escro an

aire chan eo i ita si natures It see s i ey thatin the uture as ore
peop e un erstan the concept o chosen cipherte t security ore hi h eve
protocos 1 be esi ne an ri orousy anay e assu in this property
about the un er yin cryptosyste

erhaps a si pe e a pe appication i i ustrate the po er o this e
inition o security a ainst chosen cipherte t attac  Suppose you ant to
escro a secret 0 so e in by encryptin the secret un er a truste thir
party s pubic ey an storin this encryption is so e pub icy accessib e
pace o there are certain con itions un er hich another party shou
be ab e to obtain your secret or e a pe perhaps they have to present a
certain set o cre entia s necani pe ent thisi ea usin a chosen ci
pherte t secure encryption sche eas o o s ou ta e your secret an a

escription o the properset o cre entia sthat 1 authori ere easeo your
secret an you encrypt the un er the truste thir party s pub ic

ey hen ecryptin the truste thir party 1 ensure that cre entias
atchin  are presente be ore re easin
o suppose you have create an encryption inthis ay an so ebo y

ants to cheat ie obtain your secret by presentin cre entia s
that o not atch e ar ue that this cannot happen as o o s n the
onehan i the ou becheater presents to the truste thir party then he

ust present cre entia s atchin other ise the truste thir party i
not re ease n the other han i the ou be cheater presents any



to the truste thir party then by the e nition o chosen cipherte t
security no in or ation about is ea e re ar ess o the cre entias the
ou be cheater happens to present

o o e no that a cryptosyste is
secure
Sono e have or a athe atica e nitions o security n e have
seen that any variationso RS are actua even thou h the prob
e so actorin orco putin throots o re ain i cut
Soho can e esi n acryptosyste an that it isin ee secure

hro inso eran o pa in here so e hash unctions there unti one
starts to ee 00 aboutit Seei it ithstan sa e obviousattac s hen
ep oy the syste ait or it to et broen an a so e orepa in
an hashes Repeat
ear y this approach eaves uch to be esire as the above attac s on
RS ceary e onstrate veni the cryptosyste is buit out o crypto
raphica y stron co ponents oo hash unctions har to actor nu
bers etc these co ponents ay interactinso e har to pre ict ays that
a o an attac er to brea the cryptosyste

his is the pre erre approach o o ern athe atica crypto raphy ere
onesho s ith athe atica ri orthat any attac er that can brea the cryp
tosyste can be trans or e intoane cient pro ra toso vetheun er yin
e stu ie probe e actorin ar e nu bers thatis i ey beieve
to be very har urnin this o ic aroun i the har ness assu ption is
correct as presu e the cryptosyste is secure
his approach is about the best ecan o I e can prove security in
this ay then e essentia y rue out a possib e shortcuts even ones
he ony ay to attac the cryptosyste is a
u ronta attac on the un er yin har probe erio



ot surprisin y esi nin cryptosyste s an provin the secure in this

ay is no easy tas especia yi one ants to have a cryptosyste
o a ethistas ore ana eabe Be arean Ro a ay use the notion
0 a a ic hash unction as iscusse above see ora oreco pete

iscussion he resu t o this approach is a re uctionist proo in the above
sense but the proo isonyvai ina para e universe here a ic hash
unctions e ist they e ist in the rea or o co putation see
e stress that the e istence o a ic hash unctions isnota har ness
assu ption i e actorin ar enu bers theysi py onote ist Rather
they are a rou h an rea y heuristic uch i e assu in the earth is at
an that there isno in resistance
0 anay e a protoco usin  a ic hash unctions one rep aces a rea
or crypto raphic hash unction by a that hen wuerie outputs
a sub ect to the restriction that it a ays outputs thesa e
va ue on the sa e input  avin a e this rep ace ent one then ives a
re uctionist security ar u ent as above Rep acin a hash unction by a
bac bo so eho captures our intuition that the output o a hash unction
is ustso e ran o un that an a versary cannot a e any sense out o
erhaps the ri ht ay to vie a proo o security in the a ic hash
unction o0 e isasaproo o security a ainst a 0 a versaries
that i the hash unction rea y is a bac bo ne can easiy
i a inethat there cou be attac s o this type an such a proo ou rue
out a such attac s
course there ay be other types o attac s that so eho e p oit the
speci ¢ characteristics o the actua hash unction an these are not rue
out by a a ic hash unction proo o security

hen Doev D or an  aor or uate the notion o chosen cipherte t
security in they aso ave a proo o concept thatis they presente
a particu ar cryptosyste an prove it secure un er a stan ar har ness as
su ption n ortunate y their sche eisco peteyi practica bac o




the enve ope ca cu ation in icates that an encryption o a sin e short es
sa e ou be i1abytesin en th an ou re uire tri ions o operations
on on nu bers erhaps their sche e can be opti i e so e hat but it
see s i eythatit i re ain hopeessy i practica

Besi es Be arean Ro a ays there have been severa other pro
posa s or practica cryptosyste s that atte pt to provi e security a ainst
chosen cipherte t attac 8 3 0 ever none o these sche es
have been proven secure an so e have been bro en

hus an obvious oa isto n a cryptosyste that is
secure a ainst chosen cipherte t attac his oa as rst achieve ith

the ra er Shoup cryptosyste

e 1 escribe thissyste shorty but toset thesta e e iscussasi
p er cryptosyste propose by a a on hich the ne cryptosyste
is base

he a a Cryptosyste

eno  escribe the a a cryptosyste on hich the ne er syste o
ra er an Shoup is base here are any variations o this sche e an
e choose one that is easy to escribe but certain y not the ost e cient in
a co putationa sense
e have to set the sta e hich is a bit technica

his sche e or s itha arepri e an as ith RS or s ith
the set
0
per or in arith etic operations o ust as RS i 0 or

technica reasons shou be o the or

here isasoapri e Such pri es can be easiy constructe

ora iven nu ber not ivisibeby its o is e ne tobe
the s a est positive inte er such that 0 Such an a ays
e ists an in act because o the specia or o is either
or
0 e ne the a a encryption sche e e nee toseectanu ber

in hose or er is hat is o) an thisho s ornos a er



po er avin one so hich is co putationa y easy it turns out that
the se uence o nu bers

re uce 0 contains no upicates So e e ne to be this set o
nu bers
has severa nice properties
irst henever e utipyor ivi eee entsin 0 e et bac

another e e ent in echnica y spea in is a

Secon henever e anttoco pute 0] or in ecana ays
re uce 0 an etthesa eresut hisisverynice becausei e ant
to co pute 0 e can rst re uce the pro uct 0 obtainin

a uchs a ernu berto or ith
hir co putationa e perience in icates that it is very i cut to
un o the e ponentiation process in hat is iven 0 it see s
very i cuttoco pute his probe is no n as the
an  espite intensive stu y or anu ber o years there is no oo
a orith to sove it e cienty Interestin y the best a orith s or co
putin  iscrete o arith s arerou hy ase cient as the best a orith s or

actorin hich is to say they are e cient at a
here are a coup e o probe sre ate tothe iscrete o arith probe
here is the so ca e hich arose in connection
ithDi ean e ans eye chan e protoco 3 he prob e is this
iven an co pute eary i e cou sove the iscrete o a
rith probe e cienty then ecou asosovetheDi e e anprobe
e cienty co pute co pute an then co pute his probe is

potentia y easier to so ve than the iscrete o arith probe but current y
a evi ence su ests this is not the case

hen there is the version o the Di e e an probe he

probe is this iven an eter ine i eary i
e cou sovethe iscrete o arith probe ortheDi e e anprobe

e cienty ecou sovethisprobe e cientyas e his probe isaso

potentia y easier than the iscrete o arith an Di e e anprobe s
but current y a evi ence su ests that this is not the case

he ecisiona Di e e an probe un eries any crypto raphic
protocos incu in theori ina Di e e an ey e chan e protoco




ther p aces here the ecisiona Di e e an assu ption is use in
cu e 8 3
ith this bac roun e can present a a s encryption sche e In
this sche e e assu e that essa es can be enco e as ee ents in
hich is easy to o in act

ran o in

here

in i1s ran o

a a encryption isse antica y secure assu in the ecisiona Di e

e anprobe ishar o ever it is not secure a ainst chosen cipherte t
attac  In particu ar it is trivia y a eabe 1 encrypts then
encrypts

he Cra er Shoup Cryptosyste

he ra er Shoup ryptosyste 1is an e tension o a a In the pre
sentation e ive here e nee a hash unction hose output can be
interprete as a nu ber in It shou be har to n co isions in

ne reasonab ei pe entation o is to use the S hash unction In

act itha airy inorincreasein costan co pe ity ecanei inate
a to ether




ran o in

in but not

here

in 1S ran o an

I here

then
ese re ect

hat sit It oo s a bit stran e an it asin ee concocte ust so that
one cou prove a theore about it na ey that it is secure a ainst chosen
cipherte t attac assu in that the ecisiona Di e e an probe is
har an thatitishar to n co isionsin e repeat that one can et
ri o at a inor cost
e ont ointothe etaie athe aticso the proo here but e can
aea e co entsabout the intuition behin the sche e

otice that is essentia y an a a encryption he e tra in
or ation an is essentia y a very specia in o error etectin
co e or proper y constructe cipherte t it a ays ho s thati
an then Let s ca such cipherte ts e iti ate 0

there is nothin stoppin an attac er hie per or in a chosen cipherte t
attac tore uest the ecryption o acipherte tthatisi e iti ate ie ith
his is the point o the test

in the ecryption a orith his test i essentia y ensure that a i e iti
ate cipherte ts are re ecte he roup ee ent in the encryption acts as
a proo o e iti acy that can beveri e by the ecryption a orith he

0



point o the hash in the co putation is to prevent proo s o
e iti acy ro other e iti ate cipherte ts ro bein hiac e
It turns out that by re ectin a such i e iti ate cipherte ts no in or
ation about the secret ey is ea e hich e ectivey mneutrai es the
chosen cipherte t attac Moreover the error co e in or ationitse oes
not ea any use u in or ation asit i in B eichenbacher s attac on RS
the no n constructions or chosen cipherte t secure cryptosyste s
provab y secure or not are base on asi iari ea o usin a e iti acy
test 0 so eso e in he rea surprise in the ra er Shoup sche e as
to sho that such a test cou be constructe uite cheapy ithout ivin
up provabi ity
o e cient is the ra er Shoup sche e It isappro i ateyt ice as

e pensive as a a bothinter so co putin ti e an inter so the
si e 0 the encryptions
hat about the cost co pare to RS he si e o the encryption an

the ti e nee e to encrypt a essa e are si ni canty ore than in RS

o ever ithaverycareu i pe entation theti eto ecryptisrou hy
thesa eas or RS hisisi portant since usua Yy it is an over oa e server

e are concerne about an in any protocos the server is osty oin

not encryptions So in that i portant scenario the ra er
Shoup sche e is uite co petitive ith RS
n in any case the ra er Shoup syste o ersso ethin that neither

RS nor any other practica cryptosyste oes a provab e wuarantee o
security a ainst chosen cipherte t attac

e re ar that there are any variations on the basic ra er Shoup
sche e a o in  any possib e security e ciency tra eo s  he roup
cou be any crypto raphica y stron roup in particu ar e iptic curves
cou be an attractive choice

e iscuss brie y the security o versus that o the ra er Shoup
syste

0 ar ue in avor o one ou cai that RS isa ore

be ievab e assu ption than ecisiona Di e e an an no attac s on

outsi e the a ic hash unction o e are possib e
Itsee s uite i cutto u ecai there is si p y no evi ence to



support either c ai or the opposite c ai that ecisiona Di e e an
is ore beievabe necou ar uethat RS has receive so e hat ore
attention than ecisiona Di e e an but nevertheess a evi ence to
ate su ests that both probe s are oreor esse ua y har Moreover
i e iptic curves are use then the ecisiona Di e e anprobe in act
see s substantia y har er
thou h c ai is not entire y unreasonab e it a ost entire y un
e a ine this is basica y a cai about the har ness o a very pecu iar
prob e that has not rea y been stu ie at a uni e RS or ecisiona
Di e e an hich have a rea y receive consi erab e attention
he ar u ent in avor o ra er Shoup is o course that its security
rests ony on a airy e stu ie probe an one nee not orry about
pecuiar a ostco peteyune a ine probe s suchasinc ai above

Conc usion

e have trie to otivate the nee or security a ainst chosen cipherte t
attac his is the best appro i ation e have to the i ea o a secure
enve ope an is essentia in esi nin secure protoco s

e have aso trie to otivate the nee or ri orous proos o security

he a ternative is to esi n syste s in an anner an tosi py

hope or the best s e have seen this approach o ten en s in isaster or
at east an e barrassin ess

ractica cryptosyste s that are provab y secure are avai ab e an there
is very itt e e cuse or not usin the he ra er Shoup cryptosyste
ar uab y has the best security uarantee an is reasonab y practica o
ever in so e app ications there ay be such severe en ineerin constraints
that bar its use in hich case is ar uab y the ne t best choice
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