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Gauss periods yield (self-dual) normal bases in finite fields, and these normal bases can
be used to implement arithmetic efficiently. It is shown that for a small prime power
q and infinitely many integers n, multiplication in a normal basis of F 4= over Fy can
be computed with O(nlogn loglogn), division with O(nlog? nloglogn) operations in
F4, and exponentiation of an arbitrary element in Fy» can be done with O(n? loglogn)
operationsin F4. We also prove that using polynomial basis exponentiation in Fo= can be
done with the same number of operationsin F for all n. The previous best estimates were

O(n?) for multiplication in a normal basis, and O(n? logn loglogn) for exponentiation
in a polynomial basis.

1. Introduction

For a prime power ¢ and an integer n > 1, let [Fy» be a finite field with ¢ elements.
A fundamental question for applications is how to do arithmetic fast in finite fields,
i.e., addition, multiplication, division, and exponentiation. A polynomial basis represen-
tation of Fyn over Fy is of the form Fyn = Fylx]/(f), where f € Fylz] is irreducible
of degree n, and every element of Fy» is represented by a polynomial in F,[z] of de-
gree less than n. In such a representation, these four operations can be done with O(n),
O(nlognloglogn), O(nlog” nloglogn), and O(n?logn loglognlogq) operations in T,
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respectively, with fast multiplication (Schonhage and Strassen 1 1, Schonhage 1 |

aratsuba and fman 1 see also antor and altofen 1 1, antor 1 ), and re-
peated squaring. e may always assume an exponent to be less than ¢”. Implementation
reports are in Shoup (1 ) and von ur athen and erhard (1 ), Section . . Fast

polynomial factori ation software is also discussed in  ontgomery (1 1) and von ur
athen and erhard (1 ).
ric ell al (1 ) show that in a polynomial basis, exponentiation can be executed
with O(n/logn) multiplications in Fg=, thus O(n?loglogn) operations in F, their al-
gorithm seems to require a preprocessing stage of about n multiplications in [Fg» and
storage for O(n/logn) elements from Fy». For an arbitrary f, the preprocessing ta es
O(n?lognloglogn) operations in F,. For ¢ = and for a sparse f, say with O(logn)
non ero terms, squaring in Fyn can be done in O(n) operations in FF,, so that the pre-
processing ta es O(n?loglogn) operations in F,. It is con ectured that sparse irreducible
polynomials exist see ao al (1 ) for experiments with this type of polynomials.
nder this con ecture, the algorithm of rtic ell al (1 ) ta es time O(n?loglogn)
for exponentiation in Fy.
ur main result of Section is an exponentiation algorithm that wor sforana b1 a y
polynomial basis representation of Fa» and uses O(n?loglogn) operations in [Fs.
Another standard way of representing the elements in Fy» is using a no mal basis
representation. For an integer n > 1, an element € Fy» is no mal over IF if and only if

its con ugates , ¢, ¢ are linearly independent over Fy.  hen is normal, the
basis ( , ¢, 7" ) is the no mal basis generated by

hen Fy» is represented by a normal basis, the gth power of an element is ust a
cyclic shift of its coordinates. Agnew al (1 ), Stinson (1 ) (for ¢ = ) and

von ur athen (1 1) show that in any normal basis exponentiation can be computed
with O(n/log, n) multiplications in Fy« for ¢ small (compared to n), with a storage for
O(n/ logZ n) elements of Fy». he question is how to implement multiplicatione ciently
under normal bases. ardware implementations of large finite fields (  assey and mura
1, nys chu al 1, almos1l |, osatil | Agnew al 1 1 and Agnew
al 1 ) exploit the symmetry in the multiplication table of a normal basis. In an
attempt to minimi e hardware cost, ullin al (1 ) introduce optimal normal bases.
For a normal basis = ( , ¢ | ‘. ) of Fyn over Fy, the number of non ero terms
in the n products 7 expressed in the basis  itself is at least n 1. If it is equal
to n 1, then iscalled optimal. nder an optimal normal basis, hardware cost (i.e.,
the number of cell connections) is minimi ed to n 1 (for ¢ = ) in the designs used by
assey and mura (I ) and nys chu al (1 ). ut the total number of oper-
ations in Iy required for one multiplication in Fy» is still about n?, and exponentiation
in Fy» needs about n /logn operations in F,. an we reconcile fast multiplication and
division with normal bases
e answer this question a rmatively in Section | where fast arithmetic is imple-
mented in Fg» when represented by a normal basis generated by auss periods. In
this case, multiplication and division can be also done with O(nlognloglogn) and
O(nlog2 nloglog n) operations in [F,, respectively. hus exponentiation in Fg» can be
done in O(n?loglog n) operations in F, when ¢ is small. In their implementation, von ur
athen and oc er (I ) found exponentiation under a suitable normal basis to be
significantly faster than that under a polynomial basis.
It is interesting to note that exponentiation of —auss periods of type (n, ), as defined
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below, can be done with O(n?) operations in [, for small and ¢. o storage is required
here. xperimental results indicate that auss periods are often primitive, or at least
have high multiplicative order, see ao and anstone (I )and ao al (I ). on
ur athen and Shparlins i (1 ) show that auss periods of type (n, ) have order at
least 27 2.

In Section |, we present some well- nown properties of auss periods in a form that
is convenient for us. As a by-product, we determine explicitly the dual basis of a normal
basis generated by auss periods and give a simple necessary and su cient condition for
them to be self-dual such results may be useful for other applications. he second main
result is the combination of fast arithmetic with  auss periods in Section

A summary of the main results of this paper follows.

xponentiation in Fg» can be performed with O(n/logn) multiplications in Fgn
using polynomial basis.

ultiplication and division in [F4= in normal basis representation given by certain

auss periods can be performed with O(nlogn loglogn) and O(nlog® nloglog n)
operations in I, respectively.
For a small ¢, exponentiation in Fy= can be done with O(n?loglogn) operations in
F,, with storage for O(n/ logé n) elements of Fyn.

he dual basis of the normal basis generated by a auss period over [F, is given
explicitly.

t on nti tionuin o no 1

he main result of this section is an exponentiation algorithm that wor s for an a bz
a y power basis representation of Fy», and uses only O(n/log n) multiplications in Fa».
he proof of this result requires some lemmas.

e rely on the following result of ric ell ol (1 ).

isanal o1 m 1 ollo in pop 1s a sasinp an I

m n oman a bt aysmi op an aposit in al o1 m on
s sa abl o po so sin O( ) s ainsin isp omp aion
al ot m il omp o any sin. an a iional O( /[log )

m lipli a ions in

e shall also need an e cient algorithm for mo la omposi ion given polynomials
f,, € [z], compute ( )mod f. ere, is a field, and the degrees of and are
less than that of f.

et be a feasible exponent of matrix multiplication, so that we can multiply two
n  n matrices using O(n ) arithmetic operations. oreover, let  (n) be a bound on the
time required to multiply polynomials in Fy[z] of degree less than n. sing the classical
polynomial multiplication algorithm, we can ta e (n) = O(n?). sing aratsubas
algorithm, we can ta e (n) = O(n ). sing the asymptotically fastest algorithm
currently nown, due to Schonhage and Strassen (1 1) and Schonhage (1 ), we can
ta e (n)=0(nlognloglogn).

he following result is due to rent and ung (1 ).

o a I an polynomials f, , € [z] ¢ degf = n an s
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0 an lss an n an omp mo la  omposiion ( )mod f sin
O( (n)n 2 n %) op aions in

sing the classical algorithm, we can ta ¢ = . For the proof of our main theorem,
we shall require , which can be obtained using one of several algorithms Strassen s
(I ) algorithm, giving =log, , will su ce.

e will use modular composition as follows. et =T, If =22 mod f € Fy[z],
then for any € Fo[z], 2 ( Ymod f. hus, for powers of | we can replace expo-

nentiation by modular composition.

e do not ma e any claims about the practicality of this algorithm however, it does
not, seem entirely impossible that it, or some variant of i1t, could lead to a practical
improvement.

Input f, €TFsfz] ¢ degf=nan deg n an an pon n i n
utput mod f

= n/log,n i in bas as = = logsn
n p omp aionsa o al ot min a oninp s( mod f) an
0 omp = mod f  sin alot mo a
omp =2? mod f
0 omp = mod f sin ollo in on li s m
1
0 1 on o 0
() mod f
mod f
aloi m o s o ly as sp 1 an s s O(n/logn) m li
pli a ions in Fa[z]/(f) pl s @ iional im o O(n ) isa onsan n

pa i la @ nsin im O(nf/logn (n)) o any oi o (n)>n

et f, ,and be inputs and n = deg f. ach execution of ( ) mod f has
the e ect of raising to the power | from which the correctness easily follows.

Step ta estimeO( (n) ),orO( (n)n/logn).Step ta estimeO( (nr) /log ),
or O( (n)n/logn). sing standard repeated squaring, step ta es time O( (n) ), or
O( (n)(n/logn)). he running-time is dominated by = modular compositions, which
cost in total time O(( (n)n 2 n %logn).

he running-time of the entire algorithm is then

O (n)n/logn n Zlogn

hoosing any proves the theorem for an arbitrary (n) > n. If, however,
(n) = (n ) for some constant , we can attain the running-time bound of

O( (n)n/logn) with =

e also prove the following, which is of interest when the exponent has small amming
weight (number of non ero digits ).
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() no nmb o bisin al 01 min o m
an b mo 1 so a 1§ nmn m 1s
O n ( )nlognloglogn
et us suppose that the number of 1-bitsin is (). eset = n for a

constant  determined below. his ta es time O( (n) ). In step 1, we simply compute
2 mod f for . his ta es time O( (n) ). In step , we compute each

using the precomputed values in step 1 in the most obvious fashion. his ta es in total

time O( (n) ()). Steps and are as before. Altogether, the algorithm runs in time

O (n)(n no () n 7

he theorem then follows by plugging in  (n) = O(nlognloglogn) and
( oppersmith and inograd 1 ), and optimi ingthe value of (see also altofen and

Shoup 1 ).

or nrtd u riod

In this section, we discuss when auss periods generate normal bases in finite fields

and when the normal bases generated are self-dual.

auss periods were introduced by aussin 1 to investigate when a regular polygon
can be constructed by ruler and compass ( auss 1 1, articles ). auss periods
were originally defined in cyclotomic number fields. ne can adapt the definition to any
finite alois extension of fields, see ohst and assenhaus (1 ). ere we consider auss
periods over finite fields only.

et =n 1 be a prime not dividing ¢, and  the unique subgroup of order of
the multiplicative group of . e , , , bethe cosets of in . Since
divides ¢” 1, there is a primitive th root of unity € Fg» . For n, define

hen |, , , 5 arecalled a ssp iosof type (n, ) over Fy. It is easy to see
that a auss period of type (n, ) over F, belongs to Fy», and the set of auss periods
of type (n, ) does not depend on the particular choice of as a primitive th root of
unity.
auss periods have been used to construct normal bases in finite fields by  ullin
al (1 )and Ash al (1 ). hetextsby enees al (1 )and ungnic el
(I ) present detailed discussions. assermann (I ) gives the exact condition for a
auss period of type (n, ) to form a normal basis for Fy» over F,. e give a form of
asserman s condition that is somewhat easier to handle computationally.

=n 16 apim no 11in g mn 0 qin

ni sb opo o 0 an b apimii oo o niymnl, n
a ssp o

isanomal Imn inFgn o TFy i an onlyi ged( ,n) =1
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If two subgroups of a cyclic additive group have indices and 5, then the
subgroup generated ointly by the two has index ged( , 2). For the two subgroups

and ¢ of of indices n and |, respectively, this means that
ged( ,n) =1 = q,
he latter condition is equivalent to  being normal over F, (see assermann 1 , or
1, heorem .1.).

e say that a pair (n, ) is a missibl for ¢if =n 1 is a prime not dividing ¢ and
ged( ,n) = 1, where is the index of ¢ modulo . hen ¢ is understood, we simply say
that (n, ) is admissible, and also that is admissible for n. he condition ged( ,n) =1
can be easily verified, without actually calculating , by chec ing that ¢” 1 mod

for every prime divisor of n, since
ged( ,n) =1 n n q" 1 mod

heorem .1 suggests that to construct a normal basis in 4= over IF, we ust need to
find such that (n, ) is admissible for ¢. hen auss periods of type (n, ) will su ce.
For this algorithm to be e cient, we need to now the si e of smallest such . In general,
we do not now how to get a good upper bound. ut assuming the extended iemann
hypothesis, ach and Shallit (I ) and Adleman and enstra (1 ) prove that for all
prime and positive integer n with  n, there is an integer n (log(n ))? such that
(n, ) is admissible for

hen n is divisible by | there may not exist any admissible . assermann (1 )
proved that, for ¢ = and a positive integer n, there is an admissible for n and ¢ if
and only if

ged(n, )=1, n if 1 (mod ), and n if , (mod )

e should also remar that for ¢ = | if either n, or n and ,or mn and , then

(n, ) is never admissible for ¢, since if (1) then is a quadratic residue modulo
In the remainder of this paper, we assume that (n, ) is admissible and = n 1.
e fix the order of auss periods as follows. For > | we define

= q & s = ( '1)

hen = and = . Since = g = q, we have = = . hen
( , , , n )isanormal basis for Fn over .
o do arithmetic in [Fy», we need to now the products expressed again in the
basis( , , , n ).For , n, let be the number of elements €  such
that 1 e e,

=0 ) ()

In the theory of cyclotomy (Storer, 1 ), the are called cyclotomic numbers. et
n be the unique index such that 1 € If iseventhen = |andif 1isodd
then =mn/ . For n, let
if =,
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xz 9 x 9 xz 9 mod | (.)

n

= (z N/(x 1) is y lo omi polynomial an s bs ipso

Since z 1 mod ,if mod then z x mod . herefore
q

z 9 x4 r? 9 x 4 mod

For each € | either 1 q mod , or 1 q € for a unique  with
nIf1 ¢ mod  then

x 4 mod

If1 ¢ € ,then

x . z 2 mod

So ( . ) follows from a direct counting when runs through

Since isaroot of | by replacing by inthe above emma, the next result follows
immediately.

o any , n

n n

Since 1 has non ero elements if =  and 11if = | there are at most
non ero for any . So the n products have at most n non ero terms, including
the in . In practice, one should store the matrix () sparsely when is small.
ao and enstra r. (I ) showed a close connection between the optimal normal
bases of ullin  al (1 ) and certain auss periods. In particular, when =1, or
= and ¢ = , the normal bases generated by auss periods are optimal. See also
ences al (1 , hapter ).

Since self-dual bases are useful in implementing finite fields ( erle amp 1, eisel-
mann and ollmann1 | ungnic ell | angl ), wenextdetermine when normal
bases formed by auss periods are self-dual.

et (, 2, , n)and ( , 2, , n) be two bases for Fyr» over F,. hey are said to
be dual to each other if ( )is when = | and 1 when = | where denotes the

n

trace function from Fy» to Fy, with () = a 7" for € F4n. For any
basis there is a unique dual basis. If a basis is dual to itself, we say that 1t is self-dual.
e now determine the dual basis of the normal basis generated by a auss period.
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, b asin o m an = )/ n al basis

0(,, ;n)is(aqa ;q)

is a linear functional over F,, and ( )= 1 for n. heorem
implies that for all , n, (¢ Yis if = jandislif =
o n a no mal basis o a ssp ioso yp (n, J)o Fyis
sl ali an onlyt s nan 1 istbl by aa st o Iy

e now that

1
—( =t -
n

Since n and the representation is unique, it is obvious that = if and only if
= and is divisible by the characteristic of IF,. ote that = Jie, 1€ | if

and only if is even.
hen ¢ = , a di erent form of the above result appears in Ash al (1 ) and
heorem .1. of ungnic el (I ). empel and einberger (1 ) show that Fy» has a
self-dual normal basis over IF, if and only if either n is odd or n mod and g is even.

t rit ticu in nor

In this section, we show how multiplication, division and exponentiation can be done
e ciently in finite fields represented under normal bases generated by auss periods.

ppos a Fgnis p sn byanomalbasiso [F, n a by
a assp io o yp (n, ) nm Lipli aion in Fgn an b omp i On
log(n ) loglog(n )) i ision i O(n log*(n )loglog(n )) an pon niaion i
O(n? log( ) loglog(n )) op aions inFy, o ponnslss angq™ an small q say

q n  pon n ia ion it ssoa o O(n/loggn) Ilmnso Fyn
e may assume that we have | |, | for n as in Section . hen
( , , , n )Iisthe normal basis for Fj» over IF, generated by auss periods of type
(n, ). et
= s = = Fqn, Wlth s € Fq,
n n
be arbitrary elements of Fy». e want to compute = = n where
e F,.
For = n € [Fy», we have
n n
where = if € . e =TFgz]/( )and = zmod € , where =

(z" /(z 1)=2a" ¢ 1 €F,[z]is the th cyclotomic polynomial. hen
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has two bases (1, , , ™ )and (, % , ™ )over F,, and it is easy to go from
one basis to another

:( )n ( )’ = ( n)

n n n n

hus the elements in can be viewed as polynomials of degree at most n 1, or
polynomials of degree at most n  with constant coe cient ero. e define a map
Fqn by

()= €

bviously is in ective and additive. e have ( ) = 7 for n, and
()= for €F,. y heorem ., ( )= n a
It follows from emma . | replacing z by , that ( Y= () ( )for , n.

So is multiplicative, hence a ring homomorphism. Furthermore, (FF4) is equal to the
subring

= n € , +n €Fjand = for , € n
of . hus ( )isinvertiblein for every non ero € Fyn.
o compute = € Fgn, we first multiply, by fast multiplication algorithms of

Schonhage and Strassen (1 1) and antor and altofen (1 1), the two polynomials
(), () ofdegree at most n , using O(n log(n )loglog(n )) operations in F,. hen
we reduce all exponents of the product polynomial modulo | in e ect reducing it modulo

x 1 Finally, we reduce the result modulo | by replacing the constant coe cient
by ., ,toobtain &€ . hen = n = () ()e .For
n,let = for € . hen = ()= n . his shows that
can be computed in O(n log(n )loglog(n )) operations in F,.

e now focus on the division of |, € Fs, = . e can first compute and
then compute . o compute , note that () € is invertible, i.e., () is
relatively prime to . Applying the fast extended uclidean algorithm (see Aho  al
1, . ) to and ( ), we can find | the inverse of ( ) in , as above in

O(n log*(n )loglog(n )) operations in F,. hen () € Fygn is the inverse of

Agnew al (I ), Stinson (1 ) (forg = ) and von ur athen (1 1) show that
exponentiation in a normal basis, where gth powers are computed for free, can be done
with O(n/log, n) multiplications in [Fy , and storage for O(n/ log:‘; n) elements of Fyn. he
last result assumes that ¢ n. ( nder more specific assumptions, say ¢ > orn > ,
the constants in this estimate are calculated explicitly, and asymptotic optimality of this
algorithm, in an appropriate model, is proven.)

ppos a an qa bon an a Fgn s p sn by
no mal basis n a by assp wso yp (n, )o T n m lipli aion in
Fgn anb omp i O(nlognloglogn) i ision i O(nlog®n loglogn) an

pon niaion ¢ O(n’loglogn) op aionsinF, o pon nslss anq® an small
q
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For any and ¢, von ur athen and appalardi (I ) prove that there are infinitely
many n such that Fy» have normal bases generated by auss periods of type (n, ) over
F,.
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